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1.

June 2026 - stratastrength.net

This Policy states how Strata collects, uses, protects, restricts, retains, and returns student-athlete
information on behalf of the schools it serves. It is written to be consistent with Strata's Security, Privacy &
Compliance White Paper and with the representations made on stratastrength.net. It is a statement of Strata's
data practices and does not constitute legal advice; each school's counsel remains responsible for the
school's own compliance determinations.

Our core commitments

. The school owns its data. Strata processes student information solely on the school's behalf and at its direction.
. We never sell student data, use it for advertising, or use it for any purpose other than providing the service.

. Least privilege. Access is restricted by role; sensitive medical information is available only to authorized sports-medicine and

physician roles.

. Security by design. Data is encrypted in transit and at rest, isolated per school, and access is audited.
. De-identification for Al. Optional Al features never receive student names or direct identifiers.

. Transparency and return. Schools can export their data at any time, and we return/delete it on termination.

Definitions

FERPA: the Family Educational Rights and Privacy Act (20 U.S.C. § 1232g; 34 CFR Part 99), which governs education records
maintained by a school.

Education record / treatment record: records maintained by the school (or a party acting for it) relating to a student, including
athletic-training/health records the school maintains.

School Official: a party to whom a school has outsourced an institutional service, under the school's direct control, with a
legitimate educational interest in the records (34 CFR § 99.31(a)(1)).

HIPAA: the Health Insurance Portability and Accountability Act and its Privacy/Security Rules.

PHI (Protected Health Information): individually identifiable health information held by a HIPAA covered entity or business
associate. FERPA education records and student treatment records are expressly excluded from the definition of PHI.

De-identified data: data from which name and direct identifiers have been removed.



3. Information we collect (on the school's behalf)

CATEGORY EXAMPLES

Identity Name, grade/graduation year, sport(s),
jersey #, position, photo

Performance Test results, metrics, programming,
wellness check-ins

Health / Injuries, return-to-play, allergies,

medical medications, conditions, alert flags (e.g.,
EpiPen, asthma), concussion records

Contacts Parent/guardian and emergency-contact
name, email, phone

Account Email, role, authentication credentials

(passwords are stored only as secure
hashes by our authentication provider)

WHO MAY ACCESS (BY ROLE)

School staff per role; the athlete

AD/Admin, AT, physician, S&C, sport coach (own
team), athlete

Athletic Trainer (sports medicine) and team
physician (full); AD/Admin oversight; coaches see

participation status only

School staff per role; surfaced for
safety/communication

The user; administrators (role/status only)

We collect only what is needed to provide the service. Health information is segregated and restricted as described in §6.

4. How we use information

¢ Only to provide and operate the service for the school (performance, health/injury, wellness, nutrition, recruiting outputs the

school/athlete generate).

e We do not sell, rent, or share student data for advertising or any secondary commercial purpose; we do not use identifiable

student data to train Al models.

o Optional Al features transmit only de-identified data (no names or direct identifiers) to the Al provider, and only when a user

invokes the feature. The school may disable Al features.

5. FERPA policy

Strata operates as a School Official under FERPA:

e Strata performs an institutional service the school would otherwise perform itself, under the school's direct control as to the

use and maintenance of records, and uses records only for the authorized purpose.

e Access within the platform is confined to users with a legitimate educational interest, as enforced by role-based access

control.

e Strata does not redisclose education records to third parties except subprocessors necessary to deliver the service (§9), each

bound by equivalent obligations, or as directed by the school or required by law.



o Parental and eligible-student rights (to inspect, review, and seek correction of records) are honored through the school,
consistent with FERPA; Strata supports the school in fulfilling such requests and provides data export to enable them.

6. HIPAA policy

¢ Most school athletic-training records are FERPA records that HIPAA excludes from PHI. For a typical school, the athletic
trainer (a sports-medicine provider acting for the school) documents student injuries under FERPA, not HIPAA.

e Strata nonetheless applies HIPAA-grade technical safeguards: access controls and unique user identification, encryption in
transit and at rest, audit controls, and authentication/session security, to all health-related information, regardless of which
statute governs.

¢ If a school's counsel determines HIPAA applies to a given data flow (e.g., a separately HIPAA-covered provider or covered
transactions), Strata will act as a Business Associate and execute a Business Associate Agreement (BAA) with the school,
and will ensure a corresponding BAA is in place with its hosting subprocessor before such data is onboarded.

7. Access control & medical-data segregation

o Role-based least privilege. Every account holds one role; each sensitive view/action checks a permission.
e Coaches and strength staff never see clinical medical detail: only participation status (cleared / limited / out).

e The clinical medical record (notes, medications, mechanism, concussion specifics, RED-S) is restricted to the athletic-
training and physician roles.

e Parents access only their own child's information, through a controlled, revocable mechanism.

e Per-school isolation is enforced at the database level (Row-Level Security): no school can access another school's data.

8. Security safeguards

e Encryption: TLS in transit; AES-256 at rest.
¢ Isolation: database-enforced per-school Row-Level Security.

¢ Authentication: individual accounts; two-factor authentication available; secure password reset; passwords stored only as
secure hashes by the authentication provider.

¢ Auditing: sensitive actions (access, changes, role changes, exports) are logged with user and timestamp.
e Backups & recovery: automated backups and point-in-time recovery protect against loss.

e Secrets: server-side only; never exposed in the browser.

9. Subprocessors

Strata uses the following subprocessors, each bound to security and breach-notification obligations:



SUBPROCESSOR FUNCTION
Supabase (on AWS) Database &
authentication

Vercel (on AWS) Hosting & server

functions

Amazon Web Cloud infrastructure

Services

Resend Transactional email

Anthropic (Claude)
reading uploaded
documents, drafting
notes, summaries

OpenAl (only if a Same optional Al

school configures it) features

Groq / OpenAl

Whisper for staff notes

Optional Al features:

Optional voice-to-text

DATA

All application data

Data in transit

Hosts the above

Names & emails only (no
medical data)

Only the information needed
for the task; may include
health information when the
school enables these features

in standard mode

Same as above

Dictated audio

health information is ever sent to Al, or run Strata with no Al at all, at any time.

A current subprocessor list and Data Processing Addendum are available to schools on request.

10. Data retention, return & deletion

POSTURE

SOC 2 Type ll; encryption;
HIPAA-eligible under BAA

SOC 2 Type lI; TLS; DDoS
mitigation

ISO 27001; SOC 1/2/3

TLS

No model training; zero or
limited retention; business
associate agreement where
PHI is involved; server-
proxied

Same as above

No model training; server-
proxied

About Al features. Some optional features use artificial intelligence to help staff work faster, for example reading an uploaded
physical form or drafting a note home. When your school turns these on, only the specific information needed for that task is sent
securely to the Al provider named above, which is contractually prohibited from training on it or keeping it and uses it only to return
the result. Strata does not store the content of these requests. Your school can choose a no-PHI-to-Al setting, under which no

e Strata retains school data for the duration of the service relationship to provide the service.

e Schools may export their data at any time in standard formats.

e On termination, Strata will return and/or delete the school's data within a defined period set in the agreement.

11. Breach notification

Strata maintains application-level audit logging and relies on its subprocessors' infrastructure monitoring. Upon a confirmed breach
affecting a school's data, Strata will promptly notify the school, consistent with FERPA expectations and applicable state breach-



notification law (for Ohio schools, Ohio Rev. Code § 1349.19). Subprocessors are contractually obligated to notify Strata of incidents
affecting their platforms.

12. Student & parent rights

Because students are generally minors, rights are exercised through the school:

o Inspect & review records, and request correction, via the school; Strata supports fulfillment and provides export.

e Parent access is limited to the parent's own child and is provisioned/revoked by the school.

13. Children's privacy (COPPA)

Strata's services are provided to schools for students, predominantly of high-school age. Strata does not knowingly collect
information directly from children under 13 outside the school context. Where any user under 13 is involved, the school provides the
necessary authorization consistent with COPPA and FERPA.

14. Changes to this Policy

We may update this Policy to reflect changes in our practices or legal requirements. Material changes will be communicated to client
schools. The version and date appear at the top of this document.

15. Contact

Questions about this Policy, data requests, or security matters may be directed to Strata's point of contact:

Michael Gordon, AT, CSCS Founder, Strata Strength LLC mgordon@stratastrength.net - stratastrength.net

Strata will finalize agreement terms (including FERPA school-official terms, any applicable BAA, indemnification, and insurance) with
each school as described in the accompanying white paper.
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